Privacy Policy

1. General Provisions
1.1. This privacy policy (hereinafter referred to as the "Policy") is drawn up in accordance with the requirements of Federal Law No. 152-FZ dated July 27, 2006, "On Personal Data" (hereinafter referred to as 152-FZ), and defines the procedure for processing personal data (hereinafter referred to as "PD") on the website https://rgk-aero.ru (hereinafter referred to as the "Site") and the measures taken by JSC "Gorno-Altaysk Airport" (hereinafter referred to as the "Operator") to ensure the security of PD.
1.2. This Policy applies exclusively to the Site. The Operator does not control or bear responsibility for the websites of third parties to which the User may go via links available on the website.

2. Basic concepts used in the Policy
2.1. Automated processing of PD – processing of PD using computer equipment.
2.2. Blocking PD – temporary cessation of processing PD (except in cases where processing is necessary to clarify PD).
2.3. The website is a collection of graphic and informational materials, as well as computer programs and databases that make them available on the Internet at the network address https://rgk-aero.ru.
2.4. PD processing – any action (operation) or set of actions (operations) performed with or without the use of automation tools with PD, including collection, recording, systematization, accumulation, storage, refinement (updating, modification), extraction, use, transfer (distribution, provision, access), depersonalization, blocking, deletion, destruction of personal data.
2.5. Operator is a state body, municipal body, legal entity or individual who independently or jointly with other persons organize and/or process personal data, as well as determine the purposes of personal data processing, the composition of personal data to be processed, actions (operations) performed with personal data.
2.6. PD is any information that relates directly or indirectly to a specific or identifiable User of the Site.
2.7. PD authorized by the PD subject for distribution is PD to which an unlimited number of persons have been granted access by the PD subject by giving consent to the processing of PD authorized by the PD subject for distribution in accordance with 152-FZ.
2.8. User is any visitor to the Site.
2.9. Disclosure of personal data – actions aimed at disclosing personal data to a specific person or a specific group of persons.
2.10. Cross-border transfer of personal data – transfer of personal data to the territory of a foreign state to a foreign state authority, a foreign individual, or a foreign legal entity.
2.11. Destruction of personal data – any actions that result in the permanent destruction of personal data, making it impossible to restore the content of the personal data in the personal data information system, and/or the destruction of the physical media containing personal data.

3. Basic rights and obligations of the Operator
3.1. The Operator has the right to:
- receive reliable information and/or documents containing PD from the PD subject;
- in the event that the data subject revokes their consent to the processing of their personal data, or submits a request to terminate the processing of their personal data, the Operator may continue to process the personal data without the data subject's consent, provided that the grounds specified in Federal Law No. 152-FZ are met;
- independently determine the scope and list of measures necessary and sufficient to ensure the fulfillment of the obligations specified in Federal Law No. 152-FZ and the regulations adopted in accordance with it, unless otherwise specified in Federal Law No. 152-FZ or other federal laws.
3.2. The Operator is obliged to:
- provide the data subject with information regarding the processing of his/her PD at his/her request;
- organize the processing of PD in accordance with the procedure established by the current legislation of the Russian Federation;
- respond to the appeals and requests of the data subjects and their legal representatives in accordance with the requirements of 152-FZ;
- report to the authorized body for the protection of the rights of the data subjects, upon request of this body, the necessary information within 10 days from the date of receipt of such a request;
to appoint a person responsible for organizing the processing of personal data;
- to publish or otherwise provide unlimited access to this Policy regarding the processing of personal data;
- to take measures necessary and sufficient to ensure compliance with the requirements of the legislation of the Russian Federation and the internal regulatory documents of the Operator in the field of personal data;
- take legal, organizational, and technical measures to protect PD from unauthorized or accidental access, destruction, modification, blocking, copying, provision, and distribution of PD, as well as from other illegal actions in relation to PD;
- stop the transfer (distribution, provision, access) of PD, stop processing, and destroy PD in accordance with the procedure and cases provided for by Federal Law No. 152.

4. Basic rights and obligations of personal data subjects
4.1. Personal data subjects have the right to:
- freely, by their own will and in their own interest, to provide their personal data and to consent to its processing;
- to receive information regarding the processing of their personal data in the manner, form, and within the time limits established by Federal Law No. 152-FZ;
- to request clarification of their personal data, to block or delete it if the personal data is incomplete, outdated, inaccurate, illegally obtained, or not necessary for the stated purpose of processing;
- to request the termination of processing of their personal data;
- to request the termination of processing of their personal data for the purpose of promoting goods, works, and services on the market through direct communication using means of communication;
- to withdraw their consent to the processing of personal data;
- take measures provided for by the legislation on personal data to protect their rights and legitimate interests, including the right to compensation for damages and (or) moral harm in court;
- appeal against the actions or inaction of the Operator to the authorized body for the protection of the rights of personal data subjects or in court, if they believe that the Operator is processing their personal data in violation of the requirements of Federal Law No. 152-FZ or otherwise violates their rights and freedoms.

4.2. Subjects of personal data are obliged to:
- provide the Operator with reliable information about themselves;
- inform the Operator about the clarification (update, change) of their personal data.
4.3. Persons who provide the Operator with inaccurate information about themselves or information about another subject of personal data without the latter's consent are liable under the laws of the Russian Federation.

5. The procedure for submitting appeals and requests to the Operator by the subject of personal data
5.1. To exercise their rights, the subject of personal data can submit an appeal or request to the Operator.
5.2. In accordance with the requirements of Federal Law No. 152-FZ, the request (appeal) of the subject of personal data or their legal representative must contain the following information:
- the series and number of the subject of personal data's (or their representative's) identification document, as well as the date of issue and the issuing authority;
- information confirming the PD subject's participation in the relationship with the Operator (contract number, date of conclusion of the contract, conditional verbal designation and (or) other information), or information otherwise confirming the fact of PD processing by the Operator;
- signature of the PD subject (his representative);
- in the event that the request is sent by the representative of the PD subject, it must contain a document (copy of a document) confirming the authority of this representative.
5.3. The PD subject can send his request (appeal) to the Operator by written request to the address: 649100, Altai Republic, Maiminsky District, village of Maima, ter Airport, Airport or to the email address: office@rgk-aero.ru

6. Principles of processing personal data
6.1. Processing of PD is carried out on a lawful and fair basis.
6.2. Processing of PD is limited to achieving specific, predetermined and lawful goals. Processing of PD incompatible with the purposes of collecting PD is not allowed.
6.3. It is not allowed to combine databases containing PD, processing of which is carried out for purposes incompatible with each other.
6.4. Only PD that meet the purposes of processing are subject to processing.
6.5. The content and scope of the processed PDs correspond to the declared processing purposes. Excessiveness of the processed PDs in relation to the declared processing purposes is not allowed.
6.6. When processing PDs, the accuracy of PDs, their sufficiency, and, if necessary, their relevance in relation to the processing purposes of PDs are ensured. The Operator takes the necessary measures and/or ensures that they are taken to delete or clarify incomplete or inaccurate data.
6.7. Personal data is stored in a form that allows the personal data subject to be identified, for no longer than is necessary for the purposes of processing personal data, unless a longer period is required by federal law or a contract in which the personal data subject is a party, beneficiary, or guarantor. Personal data is destroyed or anonymized once the purposes of processing have been achieved or if it is no longer necessary to achieve those purposes, unless otherwise required by federal law.

7. Scope and categories of personal data processed
7.1. The Operator processes PD for the following purposes:
7.1.1. Maintaining statistics and analyzing the website.
- Categories of PD processed: other.
- List of processed personal data: geolocation information, electronic data (HTTP headers, IP address, cookies, web beacons/pixel tags, browser identifier data, information about hardware and software), date and time of access to the website, information about the Yandex account.
- Categories of personal data subjects: website users.
- Methods of personal data processing: mixed.
- Processing and storage terms: until the purposes of PD processing are achieved, or until the consent is revoked.
- PD destruction procedure: see section 7.2.
7.2. Destruction of PDs for all purposes of PD processing is carried out in the following ways:
7.2.1. The Operator stops processing PDs, destroys PDs media, and deletes them from PD information systems in the following cases:
- achievement of PD processing goals or maximum storage periods – within 30 days;
- loss of necessity to achieve PD processing goals – within 30 days;
- the provision by the subject of PD or its legal representative of information confirming that the PDN is illegally obtained or is not necessary for the stated purpose of processing – within 7 days;
- the impossibility of ensuring the legality of processing PD – within 10 days;
- the withdrawal by the subject of PD of its consent to the processing of its PD – within 30 days;
- the expiration of the statute of limitations for the legal relations in which the processing of PD is or was carried out.
7.2.2. In accordance with Article 21, Part 5 of the 152-FZ, the Operator does not stop processing personal data and does not destroy them in the following cases:
- if otherwise provided for by the contract to which the subject of personal data is a party;
- if the Operator has the right to process personal data without the subject of personal data's consent on the grounds provided for by the legislation of the Russian Federation;
- if the terms for processing the subject of personal data's personal data have not expired, as provided by the legislation of the Russian Federation.
7.2.3. The destruction of PDAs processed in an automated manner is organized by a PDAs destruction commission consisting of the Operator's employees, established by order. PDAs are destroyed using the operating system and/or database management system. The documents confirming the destruction of PDAs of PDAs subjects processed in an automated manner are the PDAs destruction act and the download from the PDAs event log.
7.2.4. The destruction of PDs processed without the use of automation tools is organized by a PDs destruction commission consisting of the Operator's employees, established by order. PDs are destroyed by mechanically damaging the integrity of the PDs storage medium, making it impossible to read or recover the PDs, or by deleting them from electronic media using guaranteed information deletion methods and tools. The document confirming the destruction of personal data of data subjects is the act of destruction of personal data.
7.2.5. The act of destruction of personal data and the download from the log must be stored for 3 years from the date of destruction of personal data.

8. Conditions for processing personal data
8.1. Processing of PD is carried out with the consent of the PD subject to the processing of his PD.
8.2. Access to processed PD is permitted only to employees holding positions included in the list of positions of the Operator's employees, the replacement of which provides for the processing of PD.
8.3. Cross-border transfer of PD is not carried out.
8.4. The Website does not process biometric personal data or special categories of personal data related to race, nationality, political views, religious or philosophical beliefs, health, or intimate life.
8.5. The Operator does not process personal data for political purposes.
8.6. When processing personal data obtained through the Website, the Operator uses databases located in the Russian Federation.
8.7. The Operator does not verify the accuracy of the information provided by the User, and assumes that the User provides accurate and sufficient information.
8.8. In the event of processing inaccurate PD or their illegal processing, PD is specified and blocked accordingly.
8.9. The provision of PD of subjects to state authorities, local government bodies, as well as other authorized bodies is allowed in cases and on the grounds provided for by the legislation of the Russian Federation. 
8.10. The transfer of PD between the structural units of the Operator is carried out only between employees who have access to PD of subjects of PD.
8.11. The representative of the subject (including relatives or family members) Personal data of the subject is transferred in accordance with the current legislation of the Russian Federation, provided that the representatives have the necessary authority and identity documents.
8.12. The transfer of the subject's personal data to a third party is carried out only with the subject's consent. 
8.13. When personal data is transferred to third parties who process personal data on the basis of contracts, in accordance with the procedures established by the legislation of the Russian Federation, the Operator limits this information to only those personal data that are necessary for these persons to perform their functions (services, works).

9. Transfer of personal data to third parties
9.1. In order to achieve the goals of processing PD, set forth in Section 7 of this Policy, the Operator may transfer PD to third parties, namely:
9.2. Yandex LLC, in connection with the use of the Yandex.Metrica metric service in order to process statistical data on website traffic;
9.3. SpaceWeb LLC in order to ensure the functioning of the website;
9.4. DublGIS LLC and Ventail Limited in order to process statistical data on website traffic;
9.5. The Operator has the right to transfer personal data to investigative and other authorized bodies under the grounds provided for by the current legislation of the Russian Federation.

10. Confidentiality of personal data
10.1. Access to PD is restricted in accordance with the legislation of the Russian Federation.
10.2. In accordance with this Policy, the PD of the subjects is confidential information.
10.3. Access to the processed PD is provided only to those employees of the Operator who need it in connection with the performance of their official duties. 
10.4. The Operator's employees who have gained access to PD undertake to ensure the confidentiality and security of the PD processed.
10.5. The Operator does not disclose or distribute PD to third parties without the consent of the PD subject, unless otherwise required by the legislation of the Russian Federation.
10.6. Third parties who have gained access to PD or who process PD on behalf of the Operator undertake to comply with the requirements of contracts and agreements with the Operator regarding the confidentiality and security of PD.

11. Personal Data Security 
11.1. The Operator's PD security is ensured by means of the PD protection system, which includes organizational and technical measures. 
11.2. In order to ensure the PD security, the following activities are carried out:
- systematic assessment of the PD security threats during their processing in the PD information systems;
- assessment of the PD subjects’ harm and (or) damage in case of the PD legislation violation; 
- determination of the required level of protection of personal data processed in the Operator's information systems, in accordance with the Decree of the Government of the Russian Federation No. 1119 dated November 1, 2012 "On Approval of Requirements for the Protection of Personal Data during Their Processing in Information Systems of Personal Data";
- restriction of access to information systems of personal data, tangible media (documents), and removable (machine) media of personal data;
- registration and accounting of actions performed by users and administrators of PDN information systems, as well as software for processing, transmitting, and protecting information;
- prevention of the introduction of malicious programs into the Operator's information systems;
- use of secure communication channels;
- backup and restoration of the functionality of technical equipment and software, databases, and information system protection measures;
- prevention of uncontrolled access to the Operator's premises, where technical equipment is located that allows for the processing of PD, as well as where PD media are stored;
- identifying and responding to incidents related to violations of the requirements for processing and ensuring the security of personal data; 
- improving the knowledge level of the Operator's employees in the field of processing and ensuring the security of personal data;
- conducting internal and external checks (audits) of the compliance of PD security with the requirements of this Policy, the requirements of 152-FZ;
-assessing the effectiveness of the measures taken to ensure the security of PD and improving the PD protection system.

12. Notification of the authorized body for the protection of the rights of personal data subjects
12.1. In the cases established by 152-FZ, the Operator sends a notification about the processing of PD to the authorized body for the protection of the rights of PD subjects.
12.2. In case of changes in the information about the processing of PD, the Operator notifies the authorized body for the protection of the rights of PD subjects in the manner and within the time limits established by part 7 of Article 22 of 152-FZ.
12.3. In the event of an unauthorized or accidental transfer (provision, distribution, or access) of personal data that results in a violation of the rights of the subjects of personal data, the Operator shall notify the authorized body for the protection of the rights of subjects of personal data as soon as such an incident is detected:
- within 24 (twenty-four) hours, about the incident that occurred, the alleged causes that led to the violation of the rights of data subjects, and the alleged harm caused to the rights of data subjects, as well as about the person authorized by the Operator to interact with the authorized body for the protection of the rights of data subjects on issues related to the identified incident; 
- within 72 (seventy-two) hours, about the results of the internal investigation of the identified incident, as well as about the persons whose actions caused the identified incident (if any).
12.4. The Operator shall provide the necessary information upon request from the authorized body for the protection of the rights of PD subjects within 10 (ten) business days from the date of receipt of such a request. This period may be extended, but not more than by 5 (five) business days, if the Operator sends a motivated notification to the authorized body for the protection of the rights of PD subjects indicating the reasons for extending the deadline for providing the requested information.

13. Use of analytics services
13.1. The site uses the Yandex.Metrica web analytics service provided by 
Yandex LLC. This service collects and processes the following information:
- geolocation information;
- electronic data (HTTP headers, IP address, cookies, 
web beacons/pixel tags, browser ID data, information about 
hardware and software);
- date and time of accessing the website;
- information about the Yandex account.
13.2. Information is collected automatically and used for statistical purposes and analysis of the website. 
13.3. Website users have the right to refuse data collection by Yandex.Metrica by disabling cookies or adjusting the browser settings accordingly. However, this may negatively affect the usability of the website.

14. Final Provisions
14.1. The Policy is a publicly available document and shall be posted on the website https://rgk-aero.ru.
14.2. The Operator has the right to make changes to this Policy unilaterally in the following cases:
- in case of changes in the legislation of the Russian Federation in the field of processing and protection of PD;
- in case of receiving instructions to eliminate inconsistencies affecting the scope of the Policy;
- by decision of the Operator's management;
- when the purposes of PD processing change;
- when PD processing technologies are used;
- when it becomes necessary to change the PD processing process related to the Operator's activities.
14.3. The person responsible for organizing the processing of personal data is responsible for monitoring compliance with the requirements of this Policy.
14.4. Individuals who violate the regulations governing the processing and protection of personal data may face financial, disciplinary, administrative, civil, or criminal liability in accordance with the laws of the Russian Federation.







